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Executive Summary
Successful businesses recognize that information is a strategic tool that can help them gain
advantage in today’s marketplace and transform the way they interact with customers. However,
applications must also scale to levels that were unimaginable just a few years ago, and scaling
alone isn’t enough. Companies also require that their applications are always available and
lightning fast. This combination is where traditional databases fail. Technology leader O’Reilly
notes that the characteristics of modern data “exceeds the processing capacity of conventional
database systems. The data is too big, moves too fast, or doesn't fit the structures of your
database architectures. To gain value from this data, you must choose an alternative way to
process it.”
Progressive, open source NoSQL database engines like Apache Cassandra™ are a modern
alternative to legacy relational databases and address many of the structural challenges O’Reilly
mentions. Apache Cassandra is a massively scalable NoSQL database architected from the
ground up to provide continuous availability, linear scale performance, and a flexible data model
for managing all types of data.

Abstract
The need for security and privacy
of enterprise data is not a new
concept, but the evolution of big
data and the changing regulatory
landscape raises the stakes. This
white paper focuses on
HIPAA-HITECH, PCI-DSS,
FERPA and European privacy
regulations and details how data
security solutions for Apache
Cassandra™ and DataStax
Enterprise can help organizations
successfully meet their most
pressing compliance initiatives.

Today’s new rules of data management, coupled with the capabilities of NoSQL databases like
Cassandra, might be why IT analysts such as Wikibon are bullish on big data, forecasting NoSQL
growth at a rate of 60% until at least 2017.
In regulated industries such as health care, financial services and public education, the apparent
lack of NoSQL security features can be a roadblock to big data adoption. DataStax, the company
driving Apache Cassandra, attacks this concern with the latest release of DataStax Enterprise (the
company’s production-certified Cassandra offering) by supplying enterprise-class security
features that businesses need to protect key data assets. An integral part of this security offering
includes a partnership with big data security leader, Gazzang, to bring additional data protection
required to meet advanced external and internal security requirements.
DataStax and Gazzang are focused on providing customers a secure, scalable, high-performance
NoSQL database that puts organizations on the path of managing modern data and meeting
regulatory compliance initiatives. This paper examines how data encryption and key management techniques can enable DataStax customers to meet data security requirements associated
with HIPAA, PCI-DSS, FERPA and the EU Data Protection Directive.

A Brief Note About Compliance
A number of factors need to be considered when determining whether your IT environment meets
regulatory compliance requirements. Certain regulations contain requirements around physical
security (locks on doors and access to datacenter facilities), while other regulations provide little
data security guidance whatsoever. To determine whether you are meeting the necessary
regulations – or whether your organization is even subject to them – you should thoroughly
review the links throughout this paper or contact an Information Security or Risk Management
consultant.
This paper will focus squarely on how the software-based security solutions offered by Gazzang
and DataStax can help you meet data-at-rest security requirements.
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HIPAA and HITECH Regulations
Overview
The HIPAA and HITECH regulations were put in place to protect personal health record information from fraud and abuse. Over the past several years, more than 20 million patients have had
their medical information exposed in data security breaches, even with HIPAA and HITECH
regulations already in place.

What You Need to Know About HIPAA and HITECH
The Health Insurance Portability and Accountability Act of 1996 (HIPAA) created national
standards for health care transactions and put provisions in place for the security and privacy of
personal health data. The Health Information Technology for Economic and Clinical Health Act
(HITECH)[1] was enacted as part of the American Recovery and Reinvestment Act of 2009. This
act expanded upon HIPAA, laid out specific privacy and security rules, and precisely defined to
whom the rules apply. Because the consequences of non-compliance are potentially severe,
including both civil and criminal penalties, it is critical that Covered Entities[2] (any healthcare
provider, health plan or healthcare clearinghouse) and Business Associates[3] (any company that
comes in contact with electronic protected health information [e-PHI]) put robust measures into
place for compliance.

The Privacy Rule
Title II of HIPAA lays out specific policies and procedures for protecting the privacy and security
of individually identifiable information, both paper and electronic. Within Title II, the Privacy Rule
addresses the privacy of PHI by regulating its use and disclosure. These rules apply to covered
entities and business associates
PHI includes a wide range of information that can act as an identifier of an individual. Listed in
Section 164.514 of HIPAA, data types considered to be PHI include names, dates, telephone
numbers, biometric identifiers, and a range of other unique identifying numbers, characteristics,
or codes that could be used to identify a particular individual, as well as information related to
that individual’s health.

How Do I Comply with HIPAA and HITECH?
Electronic PHI data can be secured using two methods that render the PHI unusable, unreadable,
or indecipherable to unauthorized individuals: encryption and destruction. No specific guidance is
provided as part of the regulations regarding exactly how you use encryption technology, but
there are references to FIPS 140-2 (Federal Information Processing Standard) and NIST (National
Institute of Standards) for validated but not certified solutions. These standards point to the use
of Advanced Encryption Standard (AES) whenever possible, because of its strength and speed.

[1] http://www.hhs.gov/ocr/privacy/
[2] http://www.onlinetech.com/compliant-hosting/hipaa-compliant-hosting/resources/hipaa-glossary-of-terms#Covered Entities
[3] http://www.onlinetech.com/compliant-hosting/hipaa-compliant-hosting/resources/hipaa-glossary-of-terms#business associates
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Payment Card Industry Data Security Standard
(PCI-DSS)
Overview
The Payment Card Industry Data Security Standard (PCI-DSS) is an industry-wide framework for
protecting consumer credit card data. Any company that stores, processes or transmits credit card data
must comply with PCI-DSS by properly securing and protecting the data.

History and Scope
PCI-DSS originated as separate data security standards established by the five major credit card
companies: Visa, MasterCard, Discover, American Express, and the Japan Credit Bureau. The goal was
to ensure that cardholder data is properly secured and protected and that merchants meet
minimum-security levels when storing, processing and transmitting this data. Today PCI-DSS regulations[1] must be adopted by all entities that process cardholder data. In the event of a security breach
resulting from non-compliance, the breached organization would be subject to penalties and fines.
PCI-DSS comprises 12 categories of regulations. Those in bold below deal directly with storage and
access to digital, not physical data.
1. Install and maintain a firewall
2. Do not use vendor-supplied defaults for passwords; develop configuration standards
3. Protect stored data
4. Encrypt transmission of cardholder data across public networks
5. Use and regularly update antivirus software
6. Develop and maintain secure systems and applications
7. Restrict access to data by business and need-to-know
8. Assign a unique ID to each person with computer access
9. Restrict physical access to cardholder data
10. Track and monitor all access to network resources and cardholder data
11. Test systems regularly to ensure security is maintained over time and through changes
12. Maintain an information security policy

How Do I Comply with PCI-DSS?
Sections 3, 4 and 7 contain a variety of sub-guidelines related to data obfuscation, network encryption
and data access. For a more detailed account of these sub-guidelines, we encourage you to read the
Gazzang PCI-DSS Compliance Guide[2] or download a full copy of the security standard in the
Documents Library of the PCI Security Standards Council[3].
Below, we’ll focus the following guidelines related to data encryption and key management.
3.5 Protect any keys used to secure cardholder data against disclosure and misuse
3.6 Fully document and implement all key-management processes and procedures for cryptographic
keys used for encryption of cardholder data
4.1 Use strong cryptography and security protocols (for example, SSL/TLS, IPSec, SSH, etc.) to
safeguard sensitive cardholder data during transmission over open, public networks
7.1 Limit access to system components and cardholder data to only those individuals whose job
requires such access
7.2 Establish an access control system for systems components with multiple users that restricts
access based on a user’s need to know, and is set to “deny all” unless specifically allowed
The simplest way to comply with the guidelines above is to encrypt all cardholder data at rest and
[1] http://www.gazzang.com/solutions/achieving-compliance/pci-dss
[2] http://www.gazzang.com/resources/compliance-guides/payment-card-industry-data-security-standard-pci-dss
[3] https://www.pcisecuritystandards.org/security_standards/index.php
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The simplest way to comply with the guidelines above is to encrypt all cardholder data at rest and
manage the encryption keys on a separate server. An SSL or SSH session is only as secure as the
protocols that control access and authentication. An SSH (or Secure Shell) key is used to authenticate a
secure administrative session. If that key is stored in plain text, and the particular database or file in
which the key is stored is compromised via hack or lost or stolen hardware, an unauthorized third-party
can gain free reign over an entire network including access to cardholder data in transmission.
Section 7 of PCI-DSS requires that a company restrict access to cardholder data based on a user’s
“need to know.” For data stored in DataStax Enterprise, this means only the authorized database
accounts with assigned database rights connecting from applications on approved network clients
should be able access cardholder data stored on a server. Operating system users, database and cloud
administrators and other unauthorized parties should never have access to secure cardholder data.

Family Educational Rights and Privacy Act (FERPA)
Overview
The Family Educational Rights and Privacy Act[1] of 1974 (FERPA) is a United States federal law that
regulates the use and disclosure of student education records. The law gives parents and students
access to education records, allows corrections to be made in cases of inaccuracy or misleading
information, and regulates the disclosure of records between entities. As with health records, protecting
student privacy is paramount because of the potential for malicious use of the information – such as
discrimination or identity theft. More than 3.5 million student records have been compromised since
2010 as a result of hack attacks or lost, stolen or missing files.1 Fortunately, these incidents are
preventable.

What You Need to Know About FERPA
The FERPA regulations apply to educational agencies or institutions that receive funding under any
program administered by the U.S. Department of Education. This includes funding provided through
grants, cooperative agreements, contracts, subgrants or subcontracts. The law also applies to
institutions that fund students under the Pell Grant Program and the Guaranteed Student Loan
Program.

What Data Types Are Protected Under FERPA?
The purpose of FERPA is to protect students’ personally identifiable information (PII). The term
includes, but is not limited to:
• The name of the student, the student’s parents or other family members
• A personal identifier, such as the student’s social security number, student number or biometric
record
• Other direct identifiers, such as the student’s date of birth, place of birth and mother’s maiden name
• Other information that, alone or in combination, is linked to a specific student and would allow a
reasonable person in the school community to identify the student to whom the education record is
related

Are there Specific Guidelines for Data Security?
Specific data security requirements are not laid out under FERPA. However, in 2008 the Department of
Education published guidelines regarding data security within the final amendments to FERPA:
• The educational agency or institution should verify the existence of a sound data security plan.
Before disclosing PII to authorized entities, a data security program should be in place that protects
both data at rest and data in transmission.
[1] http://www.ed.gov/policy/gen/guid/fpco/ferpa/index.html
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• The educational agency or institution should verify the existence of a data stewardship program.
This program should involve internal control procedures that protect PII from education records and
include all aspects of data collection, from planning to maintenance to use and dissemination.

How Do I Comply with FERPA?
Electronic student education records should be secured using encryption that renders PII unusable,
unreadable or indecipherable to unauthorized individuals. Although FERPA provides no specific
guidance regarding how to deploy and use cryptographic techniques, the Advanced Encryption
Standard (AES) 256 is generally used for its security and performance.
If a data breach does occur and files, disks or file backups are stolen, the next steps depend on the
state of privacy and security for that data. If the data was unsecured (the identifiable student information was not protected through the use of encryption or destruction), this is considered a data breach
and is subject to the penalties laid out under FERPA. Although FERPA itself does not require notification
of students or parents in the event of a breach, most states have breach notification laws that require
public sector entities to notify the individuals whose information was compromised. Breach notifications – because they require full public disclosure – can be expensive, time consuming and embarrassing. However, if the breached data was encrypted, the information would be considered unusable,
unreadable and indecipherable – and the breach notification requirements do not apply. This is known
as safe harbor and should be motivation for taking quick action to properly encrypt education records.

European Union Data Protection Directive
Overview
The Data Protection Directive (Directive 95/46/EC)[1] is a European Union (EU) regulatory framework
that aims to protect the privacy of personal data within the EU. Implemented in 1995, the directive
requires all member countries of the EU to enact laws to enforce these regulations. The EU data
protection regulations are stricter and more comprehensive than those in the United States. As a result,
U.S. companies that handle data from EU citizens must put extra measures into place to comply with
the directive under the so-called “US-EU Safe Harbor” agreement. Data security is just one aspect of
the Data Protection Directive. Compliance with the directive and protection under safe harbor requires
robust encryption and key management that ensures the privacy and confidentiality of citizen records.

Scope of the Directive
Directive 95/46/EC regulates the processing of personal data and the movement of such data within
and outside the EU. The directive broadly defines personal data as “any information relating to an
identified or identifiable natural person (data subject); an identifiable person is one who can be
identified, directly or indirectly, in particular by reference to an identification number or to one or more
factors specific to his physical, physiological, mental, economic, cultural or social identity” (Article 2a).
Data processing is defined as “any operation or set of operations which is performed upon personal
data, whether or not by automatic means, such as collection, recording, organization, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise
making available, alignment or combination, blocking, erasure or destruction” (Article 2b).
The EU Data Protection Directive applies not only to personal data processed within the EU, but also to
data from EU citizens transferred to any foreign country. As a result, any website operator that collects
information from EU residents must comply with the Data Protection Directive, whether or not the
company or equipment is physically located in the EU. Additionally, the law applies to both electronic
and paper files, whether transferred by automated or non-automated means. Supervisory authorities
within each EU member country monitor compliance with the directive, and violations may result in
judicial remedies, personal compensation or fines.

[1] http://www.dataprotection.ie/viewdoc.asp?docid=89
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How Do I Comply with the European Union Data Protection
Directive?
The data security guidelines in the Data Protection Directive are vague, stating only that “appropriate”
security measures should be implemented. However, certain member countries such as Spain, Italy,
France, Austria and Belgium require encryption for certain categories of data, and/or written security
policies that specifically address encryption.

Enabling Compliance with Gazzang and DataStax
Encryption and Key Management with Gazzang and DataStax
As you’ve read in the preceding sections, data encryption, key management and access controls are a
critical part of the compliance mix for HIPAA-HITECH, PCI-DSS, FERPA and the EU Data Protection
Directive. Following is an explanation of how Gazzang data security solutions in combination with the
security features resident in DataStax Enterprise 3.0 can help organizations meet their most stringent
compliance initiatives.
The Gazzang Data Security Suite sits beneath the Cassandra application layer and encrypts and
decrypts data "on the fly" as the data is written to disk. Because the encryption is transparent to the
application above it, the performance impact is negligible. Additional features include:
• Transparent data encryption (TDE) that layers an encrypted file system onto existing servers
without the need to modify applications, data or storage
• Standard AES-256 encryption/decryption and process-based access control lists (ACLs) that
ensure only authorized processes can access the keys to decrypt the files
• File- and block-level encryption and decryption that happens as data is written to disk, so the
performance hit – even on big data sets – is nearly unnoticeable
• Software-based universal key sever that stores, manages and enforces policies for Gazzang and
DataStax cryptographic keys
• Robust key management policies that prevent cloud and OS admins as well as malicious actors and
other unauthorized personnel from accessing crypto keys and sensitive data.
Encrypting sensitive data and securing critical keys while implementing enhanced, multi-layer security
and access controls are best practices for safeguarding PHI, cardholder data, student records and any
other form of personally identifiable information.

Enterprise-Class NoSQL Security with DataStax
To handle modern data management in the Enterprise, DataStax supplies DataStax Enterprise, a NoSQL
database platform powered by Apache Cassandra. DataStax Enterprise is a single, integrated solution
that combines Cassandra for online application needs with Hadoop to handle batch analytic operations
and Solr for enterprise search functionality. The end result is a single database cluster capable of
handling transactional, batch analytic and enterprise search use cases on one platform with all
workloads being smartly separated, transparently managed, and kept in sync.
DataStax Enterprise is comprised of three components:
1. The DataStax Enterprise Server, an integrated data management platform consisting of Apache
Cassandra, Hadoop and Solr.
2. OpsCenter Enterprise, a visual management and monitoring solution.
3. Support from the big data experts at DataStax.
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DataStax Enterprise supplies the most comprehensive security feature set of any NoSQL solution
on the market. DataStax Enterprise may be deployed with confidence in environments where data
security is a top priority, because it contains the types of security capabilities that modern
enterprises require for data protection.
Security features available in DataStax Enterprise include:
• Internal and external authentication that allows user ID’s and passwords to be managed inside
the DataStax Enterprise server or via a trusted third party security package like Kerberos or LDAP
• Object permission management using the familiar GRANT/REVOKE command framework that
controls what users can do inside the database (e.g. create objects, select data, etc.)
• App-level transparent data encryption that allows for the encryption of objects holding
sensitive data such as credit card information
• Client to node data encryption, which protects data in flight to and from servers from being
intercepted and read
• Data auditing that provides full audits of all user activity and changes.
DataStax Enterprise can be downloaded[ and used in development environments with no
restrictions and without charge. Production deployments and development environments that
need support require a subscription.

About DataStax
DataStax powers the big data applications that transform business for more
than 250 customers, including startups
and 20 of the Fortune 100. DataStax
delivers a massively scalable, flexible
and continuously available big data
platform built on Apache Cassandra™.
DataStax integrates enterprise-ready
Cassandra, Apache Hadoop™ for
analytics and Apache Solr™ for search
across multi-datacenters and in the
cloud.
Companies such as Adobe, Healthcare
Anytime, eBay and Netflix rely on
DataStax to transform their businesses.
Based in San Mateo, Calif., DataStax is
backed by industry-leading investors:
Lightspeed Venture Partners, Crosslink
Capital and Meritech Capital Partners.
For more information, visit www.datastax.com or follow us @DataStax.
About Gazzang

Conclusion
Whether your organization is a for-profit enterprise, not-for-profit research organization or
government agency, chances are you are already engaged in, or considering, a big data project. If
you haven’t already made plans to secure this data, you need to do so now. Retroactively trying to
protect this data is far more difficult than securing it at the outset.

Gazzang provides Linux data security
solutions and operational diagnostics
that help enterprises protect sensitive
information and maintain performance
in big data and cloud environments. Our
technology enables SaaS vendors, health
care organizations, financial institutions, public sector agencies and more to
meet regulatory compliance initiatives,
secure personally identifiable information and prevent unauthorized access to
sensitive data and systems. Gazzang is
backed by Austin Ventures and Silver
Creek Ventures.
For more information, visit www.gazzang.com or follow us @gazzang.

777 Mariners Island Blvd #510
San Mateo, CA 94404
650-389-6000

600 Congress Avenue, #1650
Austin, Texas 78701
512-494-5591

